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Attachments:	
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2. Carlos Cid, Matthew Dodd and Sean Murphy, “A discussion on how the cryptanalysis of AES may potentially affect the security of SNOW-V”, 20th September 2020

1. Background and new questions:
On 16th September 2020, SAGE and SA3 held a joint conference call on the subject of 256-bit algorithms.  One topic covered in that call was whether a set of 256-bit radio interface encryption and integrity algorithms should be based on a variant of SNOW 3G [1], or on the more recently defined SNOW V algorithm [2].  This discussion followed from SAGE’s liaison SAGE-19-34 / S3-201540.
We would like to share two documents with SA3, for their better understanding of the security of SNOW V:
· A security evaluation of SNOW V, dated 4th June 2020 [3].  This was the result of an independent evaluation commissioned by Ericsson and carried out by a team of experts – Carlos Cid, Matthew Dodd and Sean Murphy – who are all individually affiliated with Royal Holloway, University of London.
· An addendum to this evaluation report [4], produced by the same authors, addressing the specific question of whether any future attack on AES would also be likely to affect the security of SNOW V.  This question was discussed on the joint SAGE / SA3 call; it matters because we want the two 256-bit algorithm sets (one based on AES, one based on SNOW) to provide resilience against future cryptanalysis.  Ericsson stated on the joint call that this addendum was expected, but had not yet arrived; it has now arrived, and we are happy to share it with SA3. 
We believe that the two documents provide good grounds for confidence in the security of SNOW V, and confidence that using it alongside AES would still provide suitable resilience against future cryptanalysis.

2. Actions:
To 3GPP SA3
SAGE requests 3GPP SA3 to take the above into account, alongside other considerations that we have discussed concerning SNOW 3G and SNOW V.

[1] SNOW 3G Specification https://www.gsma.com/aboutus/wp-content/uploads/2014/12/snow3gspec.pdf
[2] SNOW-V Specification https://tosc.iacr.org/index.php/ToSC/article/view/8356 
[3] 	Carlos Cid, Matthew Dodd and Sean Murphy, “A Security Evaluation of the SNOW-V Stream Cipher”, 4th June 2020 – attached to this LS
[4] Carlos Cid, Matthew Dodd and Sean Murphy, “A discussion on how the cryptanalysis of AES may potentially affect the security of SNOW-V”, 20th September 2020 – attached to this LS






